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Information Security Policy

1. Scope
This document describes the measures Permutive takes to establish and maintain a
secure environment for its customer and business information and to develop and
test its information technology systems to meet the demands of its business and the
regulatory environment.

2. Purpose
This document records the arrangements that Permutive has in place and sets out
the standards expected of all its staff.

Failure to comply with relevant parts of this policy could expose Permutive to a
security breach and to reputational, legal and regulatory risk. Adherence to this
policy is aimed at reducing such risks to a minimum.

3. Policy Statement
Permutive is committed to:

● establishing and maintaining a secure environment for its customer and
business information;

● developing its information technology systems to meet the demands of its
business and regulatory environment; and

● regularly testing such systems to maintain security and to continue to meet
the required demands.

4. Ownership, Review And Cascading Of This Policy
This policy is owned by Mark Yates. If you have any questions about this policy or your
obligations in relation to it, please contact Mark.

This policy will be reviewed every 12 months by its owner. The policy will be reviewed
immediately if there is a challenge to Permutive ’s security or IT systems, if a new or



previously unidentified threat arises, or if Permutive makes a change to its
operations which may affect this policy.

Responsibility for cascading this policy and any updates to staff lies with Mark Yates.
This will usually be done by email.

Policy compliance will be monitored primarily by Mark Yates. Any breaches, or
suspected breaches of this policy must be reported to Mark Yates.

Failure to comply with relevant parts of this policy may result in disciplinary action.

5. Policy Detail
To achieve the above stated purpose of this policy, Permutive maintains the
following:

1. an up to date inventory of data;

2. a policy of data minimisation;

3. administrative safeguards;

4. physical safeguards;

5. technical safeguards;

6. staff training, competence and behaviour;

7. a policy regarding third party processors of data;

8. testing of security arrangements;

9. a security incident response plan.

Details of each of these aspects of the Permutive Information Security Policy appear
below.

5.1. Inventory of data
Permutive maintains an inventory of what data it keeps, where it keeps it and who
has access to it. We maintain an updateable record of processing activities. This was
initially established with the assistance of outside counsel and is based upon



interviews with Permutive personnel and data flows which those personnel put
together showing what data is collected, in what form, where it travels and where it
is stored.

5.2. Data minimisation
We maintain the philosophy that the most secure information is the information we
never collect in the first place. We store only data which is necessary for our business
and only retain personal data for as long as deemed necessary for the fulfillment of
contractual obligations and for legitimate business interests.

5.3 Information Classification
Permutive maintains an Information Classification policy to ensure personal
information and confidential information is protected from unauthorized use and
disclosure. This policy helps to facilitate the identification of information to support
routine disclosure and active dissemination of information. It also helps to protect
the Permutive’s intellectual property.

Permutive categorizes information into four classes: Confidential, Project / Process /
Department specific, Internal, and Public.

● Confidential – the information assets which have high confidentiality value
belong to this category. Only a limited set of authorized users shall access
these information assets. Examples include business strategy and personnel
files.

● Project / Process / Department specific – The information assets that
contain data pertaining to the needs of a specific department, project team,
or business process, belong to this category. Such information assets shall be
accessible to members of the concerned department, project, or business
process only.

● Internal – The information assets which can be distributed within all
Permutive employees. Examples are office orders and internal circulars.

● Public – The information assets which do not have any confidentiality
requirement and / or can be disseminated to the general public belong to this
category. Examples include information displayed on Permutive’s website.

Following are the policies for secure handling of information assets of Permutive:



● Handling and labeling of all media shall be according to its indicated
classification level.

● Depending on the classification of information, electronic transmission,
copying and distribution of copies of such information, shall require prior
approval of CTO or CEO, as applicable.

● Mailing and/or shipment of confidential information shall require that
information be sent through a reputed mail service / courier with proper
authentication.

● Confidential information shall be stored with proper security (e.g. using state
of art cryptographic algorithms) and / or in safe lockers.

● Appropriate access restrictions shall be applied to prevent access from
unauthorized personnel.

● Information processing operations shall ensure the following: that input data
is complete, that processing is properly completed, and that output validation
is applied.

● Distribution of data shall be based on “need to know” and “need to use”
principles.

● Distribution lists and lists of authorized recipients shall be reviewed at regular
intervals.

5.4. Administrative safeguards
We mandate that:

● passwords must adhere to our password policy

● multi-factor authentication is enabled by default for all
services/applications/devices that support it;

● if possible, a Google Account OAuth login should be adopted, using a
company email address; and

● lines of communication and education between team members are wide
open in the event of uncertainty surrounding a potential security issue.



5.5. Physical safeguards
Most physical safeguards adopted by Permutive stem from a common sense
approach to security. Our company operates on a remote-first basis, meaning
working remotely is the default way of working.

Permutive employees use laptops. The hard drives of such laptops are encrypted. All
employees must only use devices with password protected screen locks and all
employees are reminded to shut the lid of their laptops and switch off monitors
when they are not in the office, or away from their desks.

We encourage employees to be vigilant (especially when travelling) and never leave
laptops or the bags that they are stored in out of their sight. When an employee
leaves Permutive, they must return their work laptop and that device is wiped. All
passwords, permissions and access for such an employee are revoked.

All hard copy documents containing personal data and/or confidential information
are securely shredded and removed from the office when they are no longer
needed.

In addition to the above, we mandate that:

● An employee’s family or friends cannot use the device accessing the
organization’s systems and see sensitive information.

● Hardcopy material used at the remote work site must be stored securely. Any
occurence that may indicate unauthorized access to the hardcopy material
must be reported immediately.

● Connections to the organization’s systems must be performed via secure
authenticated connections (e.g. TLS, Security Proxies, VPN).

● Devices software and firmware must be kept up to date with the latest
security patches

● Company information must not be copied or stored to any device that does
not belong to the organization.



5.6. Technical safeguards
We impose technical measures to protect the information we collect and take this
practise seriously.  We break down technical safeguards into two sections: security of
the system and security in the system.

5.6.1 Security of the system

We secure the system in the following ways:

● encrypted hard-drives of laptops;

● whitelisted IP address ranges for API access;

● automatic notifications for unusual activity on or performance of the network;

● audited access and changes to the software;

● guest wireless network access provided for visitors

● we keep ourselves and our employees informed on the latest security
vulnerabilities by investigating software manufacturers’ and expert websites.
We implement strict policies for using vendor-approved patches to solve
problems and remedy irregularities;

5.6.2 Security in the system

Security factors into the design of our software from the beginning. The following are
some of the ways we protect information where applicable in the circumstances:

● adhering to the rule of Least Privilege, meaning all technical components and
employees operate with the minimum permissions required to perform a
function;

● ensuring technical components are live for the minimum duration possible
and self-terminate when no longer needed;

● removing unused software; and

● ensuring all software is updated and up to date security patches are applied.

We adopt a number of Cloud Security best practices, such as:



● Security groups;

● IAM Roles;

● VPCs with firewalls in place to allow only necessary traffic;

● Security at transit and rest is always enabled where available; and

● Insecure settings (e.g. TLS < 1.2) are disabled.

We have an automated notification system for detecting intrusion attempts. We log
metadata and metrics for all incoming and outgoing traffic and user activity for
indications of possible security violations.

5.7. Staff training, competence & behaviour
We rely on strong education of team members as to the importance of data
protection and information security. All new employees undertake an onboarding
process before being allowed to work with data. This involves data awareness
training, familiarisation with this information security policy and the Permutive Tech
Use and Confidentiality Policy. Completion of data awareness training is recorded
and regular follow up training is carried out.

In addition, this policy requires all employees to be diligent and vigilant in order to
maintain a secure environment. We inform all employees about new risks involving
information security. We remind employees about our policies. We require
employees to tell their line manager or a privacy champion straight away should
they suspect or know of a security incident.

We enforce strict disciplinary procedures for any employee that intentionally
contravenes security rules, including this policy and Tech Use and Confidentiality
Policy.

Permutive staff are informed that the following non exhaustive list of activities are
prohibited:

● crashing an information system - either deliberately, or if not deliberately,
crashing a system after having been made aware that such an action would
result in a system crashing.



● attempting to break into an information resource or to bypass a security
feature - this includes running password-cracking programs, or sniffer
programs or attempting to circumvent file or other resource permissions;

● introducing, or attempting to introduce, computer viruses, Trojan horses,
peer-to-peer, or other malicious code into an information system - the only
exception is Permutive personnel authorised by the Founders who may test
the resilience of a system to hardware or software failure, security against
hacker attacks, and/or system infection;

● accessing or inspecting confidential and/or sensitive information to which a
staff member does not have the requisite permission to access or inspect;

● use of personal or unauthorised software - use of any software on a Permutive
device which has not been authorised;

● use of software contrary to the software’s terms of use or licence;

● use of a system or software contrary to applicable law, or any of the policies,
procedures or business interests of Permutive .

Permutive staff are required to inform the People Team when any software does not
appear to be functioning correctly as this may pose a security risk. Any Permutive
staff member who suspects infection of a device, system or software by a virus must
comply with the following instructions:

● stop using the device/system/software;

● do not carry out any commands, including commands to <Save> data;

● do not close any of the device’s windows or programs;

● do not turn off the device, the system or any peripheral devices and do not
close any software;

● If possible, physically disconnect any affected device from networks to which it
is attached;

● inform the office manager as soon as possible including making a note of any
unusual behaviour of the device/system/software (screen messages,
unexpected disk access, unusual responses to commands) and the time when
such behaviour was first noticed;



● make a note of any changes in hardware, software, or software use that
preceded the unusual behaviour; and

● do not attempt to remove the suspected virus.

The DPO must supervise and be responsible for the resolution of the malfunction or
incident, keep the Founders informed of progress with such resolution, and, once
resolved, provide the Founders with recommendations to prevent any future similar
occurrences.

Permutive informs all staff members that it is their responsibility to report perceived
security incidents promptly and on a continuous basis to their supervisor or
appropriate security person. Reports of security incidents are escalated to the DPO
as quickly as possible.

5.8. Giving access to information to third parties
Permutive carefully does due diligence on all third party contractors and requires
each of them to agree to a data processing agreement in accordance with a data
protection law before any third party contractor is allowed to process data.

5.9. Testing of security arrangements
Annual penetration testing of the Permutive IT systems will be carried out by an
external vendor.

5.10. Internal Breach Reporting Procedure and incident
response plan
In the event of a security incident, Permutive and all its employees are advised to
respond in accordance with its Internal Breach Reporting Procedure and Security
Incident Response Plan.

5.11 Change Management
Changes to information resources shall be managed and executed according to a
change control process. The control process will ensure that changes proposed are
reviewed, authorized, tested, implemented, and released in a controlled manner; and
that the status of each proposed change is monitored. In order to fulfil this policy, the
following statements shall be adhered to:



A. A current baseline configuration of the information system and its
components shall be developed, documented and maintained.

B. The baseline configuration of the information system shall be updated as an
integral part of the information system component installation.

C. Changes to the information system shall be authorized, documented and
controlled by the use of formal change control procedure.

D. Changes in the configuration of the information system shall be monitored
through configuration verification and audit processes.

E. Automatic mechanisms/tools shall be employed to maintain an up-to-date,
complete, reliable, accurate and readily available configuration of the
information system.

F. Automatic mechanisms/tools shall be employed to initiate changes/change
requests, to notify the appropriate approval authority and to record the
approval and implementation details.

G. The information system shall be reviewed at a defined frequency to identify
and eliminate unnecessary functions, ports, protocols, and/or services.

5.12 Vulnerability and Patching Management
The timely and consistent application of vendor-supplied security patches or
mitigation of a reported vulnerability are critical components in protecting
Permutive's network, systems, and data. Patching of network devices and servers is
managed by Google Cloud Platform. Permutive conducts routine automated scans
of its application, services images as well as libraries used by its products. Critical and
high risk security updates shall be applied within seven days of the patch being
released, and medium risk vulnerabilities shall be addressed within one month of
the patch being released.

6. Questions About This Policy
Any questions about, or comments upon, this policy should be addressed to, its
owner, Mark Yates.
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